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EXECUTIVE SUMMARY

Evolving developments in digital and ICT technologies 
have intensified the need for employers to source, hire 
and retain talent that can keep step with exponential 
change while also capitalising on disruptive digitalisation 
opportunities. 

Organisations in South Africa therefore face the challenges 
of developing and maintaining multi-talented, multi-skilled 
workforces that meet the criteria of digital workplace 
demands, virtualised teams and the rapidly evolving world 
of work. As such, demand for skills far outstrips supply 
in the digital economy. Traditional pathways are not 
addressing the market demand and there is rampant 
outsourcing and offshoring of digital jobs, coupled with 
unprecedented levels of unemployment in the country.

The Harambee Mapping of Digital and ICT Roles and Demand 
for South Africa Survey takes a deep dive into the critical roles 
to support growth in the digital economy, as well as the size 
and nature of offshoring of digital demand outside of South 
Africa. The survey identifies what roles, functions and 
competencies are in demand with granular detail, as well 
as which certifications are most needed by employers. 

The survey also:
•  Provides detailed clarity of the nature and extent of 

local digital jobs in high demand, and an indication of 
more reliable and consistent predictors for success. 
This includes what to screen for, what to assess for, and 
what to train for in order for workers to be adequately 
prepared and ready for the digital economy.

• Provides pertinent insights that enable more realistic and 
inclusive hiring  and development practices.

• Enables a deeper understanding of the nature and extent 
of South African companies outsourcing work to foreign 
markets, while concurrently providing insights as to how 
the country can create new digital jobs through bringing 
this work back to South Africa. 

•  Creates an evidence base to drive ICT policy changes in 
South Africa in areas such as credentialing and incentives 
for reshoring work back to the country. 

SKILLING AND QUALIFICATIONS FOR  
ACTUAL DEMAND
The fieldwork for this survey was conducted at a time of 
sudden, unexpected and extraordinary change brought 
on by the global COVID-19 pandemic. As a result, all 
102 small, medium and large South African enterprises 
that participated in the survey, agreed unanimously that 
they are facing workplace challenges that have never 
been seen before. As the world transitions into this ‘new 
normal’, businesses are changing how they work, which 
has resulted in greater skills, talent and hiring challenges.

The survey includes a clear mapping of the most in demand 
roles, their functions and vendor-specific qualifications 
that employers in the digital economy require in order to 
thrive. A snap shot of the top nine entry-level, intermediate 
and advanced roles, based on demand, is contained in this 
report, while a more detailed map has been provided in 
an online survey microsite that can be used to ensure 
alignment on role title and actual functions. The survey 
microsite can be accessed here.

1  Inclusive hiring practices refers to processes of recruitment which do not exclude those who have not had the privilege of a private schooling or tertiary education 
and would usually not be given a chance. Inclusive hiring candidates are aged between 18 and 35 years of age, are South African citizens and living in poor 
households and communities with low or no levels of employment – therefore excluded from participation in the formal economy. Traditional hiring practices 
which put up barriers in the form of multiple qualifications or work experience, which is not actually necessary for the role, are often exclusionary.

² Entry-level roles do not require any work experience and do not have an assumed level of education.
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MOST IN DEMAND ROLES BY EXPERIENCE LEVEL

The most highly ranked, in demand roles selected by respondents to the survey are as follows:

Desktop Support Technician

ENTRY LEVEL ROLES INTERMEDIATE ROLES ADVANCED/SENIOR ROLES

Junior Software Developer

Mid-level Software Developer

Mid-level DevOps Engineer

ICT Engineer

Cyber/IT Security Specialist Lead Solutions Architect

Senior UX/UI DesignerData Analyst

1.

2.

3.

Ranked according to estimated demand (vacancies per quarter) for each role.

Our research estimates that there is forecasted demand for ~66,000 people in digital and ICT roles in the next year, some 
of which will be latent demand; of which an estimated ~45,000 are entry-level jobs and suitable for youth.

MOST CRITICAL INDUSTRY-LINKED VENDOR SPECIFIC SKILLS

The survey found that there are critical vendor-specific skills that they require in order to support and maintain proprietary 
systems/platforms that require certified, professional skill sets. The top selected vendor certifications required are as follows:

Developing strong pipelines and talent pools with these skills would enable South Africa to compete effectively 
in the global digital economy, while also creating innovative and inventive digital and ICT products and services for 
domestic consumption. 

SOURCING AND TRAINING DIGITAL AND ICT TALENT

When hiring digital and ICT talent, respondents indicated that they look to the traditional methods of head hunting, 
recruitment agencies and online recruitment platforms. Notably, however, employment accelerators and gig economy/
digital platforms are on the rise, along with tapping into work-at-home talent. This shift points to the compelling value 
propositions that social enterprises and employment accelerators provide to facilitate in demand talent/skills and help 
solve unemployment challenges.

EXECUTIVE SUMMARY
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It was encouraging to note that there is increased value 
placed on micro credential courses and continuous 
or on-the-job learning by the survey respondents. This 
aligns favourably with global trends for short courses and 
real-time training that enable employees to consistently 
reskill and retool. However, it is clear that businesses still 
place high emphasis on diplomas, university degrees and 
certifications when they look for new hires which often 
sidelines high-potential, employable pools of young talent. 

PAIN POINTS AND DEVELOPING A 
SUSTAINABLE SKILLS PIPELINE

The survey respondents pointed to the lack of 
analytical skills as their biggest pain point. This was 
followed by their perceptions that workers with digital 
skills have high salary/remuneration expectations when 
they are brought into the workplace. Lack of managerial 
skills and the brain drain of talent leaving the country 
were also cited as pain points. 

29%

23%

22%

16%

15%

15%

10%

10%

9%

9%

3%

Lack of analytical skills

Lack of managerial skills

High salary/remuneration 
expectations

Brain drain 
(talent leaving the country)

Generational challenges
(Gen Y and Gen Z)

Shift to remote or 
work-at-home models

Applicants have qualifications 
but no experience

Applicants have experience 
but no qualifications  

Job churn/moving 
jobs regularly

Birdging automation 
with humanisation

Shift to gig economy 
working models
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To address these pain points and develop a sustainable 
pipeline of digital and ICT demand-led skills is an ongoing 
journey. Clearly, the survey results indicate that this 
journey starts at school level, continues into vocational 
training, moves into work readiness, and continues by 
matching candidates and skills with the right, best-fit 

jobs. These candidates then continue the journey through 
workplace experience, ongoing training, short or modular 
courses, micro-credentialing and personalised, real-time 
training that keeps them on the pathway. And the journey 
continues, never really reaching its destination as the 
digital world expands and evolves exponentially. 

RESHORING POTENTIAL OF DIGITAL WORK 
OFFSHORED

To enable South Africa’s digital journey to advance and 
progress in pioneering ways, the brain drain listed as a pain 
point needs to be addressed. This not only includes much-
needed digital and ICT experts and knowledge leaders 
who leave the country’s shores for other markets; it also 
includes the worrying trend of South African businesses 
outsourcing digital work to other countries. 

In this regard, digital services offshored has been sized up 
and understood in granular detail in this survey. It is evident 
that the skills crisis is hugely costly to South Africa, with a  
staggering 69% of survey respondents indicating that 
they outsource digital work and expertise to other other 
countries. This equated to them paying just under R150 
million per annum to service providers in other countries 
to facilitate this work. Reshoring and bringing this digital 
work – that is being sent to markets such as China, India 
and Eastern Europe – back to South Africa, presents 
significant high earning job opportunities for unemployed 
youth in South Africa. In fact, it is estimated that, in total, 
over 28,800 digital and ICT jobs have been outsourced to 
other countries which translates to estimated lost export 
revenue in the region of about R8.5 billion per annum3. 
While cost is a compelling factor for domestic businesses 
to send this work to these markets, factors such as 
specialisation, market confidence and skills/talent also 
play influencing factors. Therefore, the research finds 
that if South Africa solves the dearth of the right digital 
and ICT skills in the job market - and provides the right 
incentives - this work could be reshored back to country 
thereby contributing to economic growth, community 
upliftment and job creation. 

EXECUTIVE SUMMARY

3  Sources: BPESA GBS Job Reports | Knowledge Executive Source Data | Genesis Analytics | 
South Africa in the Digital Age (SADA) 2020
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INTERNATIONAL MARKETS SERVICED 

Conversely, over 55% of the businesses interviewed for 
this survey, service international markets across 15 
different vertical industries. This includes cross-border 
trade and exports of goods and services, and the provision 
of nearshore or far-shore global business services for 
countries such as Australia, Canada, France, Germany, 
the United Kingdom, the United States and other African 
countries. To continue to service these markets effectively 
- and cater to the shifting needs of the domestic market - 
organisations realise the need to imbue workers with the 
right type of digital skills and cognitive abilities to provide 
technology-enabled support, assistance and process 
fulfillment. 

AN EVIDENCE BASE FOR ADVOCACY 

The Harambee Mapping of Digital and ICT Roles and Demand 
for South Africa Survey provides quantifiable data on digital 
demand that can be presented to government and industry 
stakeholders. Importantly, this could drive change across 
the digital and ICT ecosystem by shifting the needle on areas 
such as credentialing, developing pipelines for critical skills, 
incentives to reshore work and retaining talented workers 
in South Africa. In addition, enterprise executives can utilise 
insights from this survey to help augment and develop 
strategies that support the transition to digitised work 
spaces for aspiring talent. This includes the development of 
digital demand-led job platforms and career pathways that 
provide best-fit training and talent to match skills with the 
most in demand jobs. 

EXECUTIVE SUMMARY
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Harambee Youth Employment Accelerator has been 
deploying several initiatives to substantiate, identify 
and understand challenges in the digital and ICT skills 
space, issues in the ecosystem, pain points for employers 
and the most in demand skills that they require.

There is a significant mismatch between demand and 
supply in the digital and ICT skills ecosystem in South 
Africa. Many pathways to jobs are traditional and outdated 
and not necessarily meeting the needs of ever-evolving 
work models. Some candidate selection processes are 
exclusionary, as they mainly look at taking degreed or 
certified candidates when only a small pool of talent can 
get a degree or certification. Candidates that have the 
right aptitude and problem-solving skills (as opposed to 
numeracy or literacy skills) are not given a chance when 
they could be more likely to succeed in these roles. English 
speaking and communication for many young people in 
South Africa is often a barrier to accessing these digital 
roles which are high complexity, which is a problem across 
various entry-level roles. 

Harambee and its industry stakeholder partners, aim to 
improve the pathways to work in digital and ICT jobs so 
that they are industry relevant, inclusive and can be scaled 
for growth. To do this, we needed to understand what is 
required to make sure that there is enough entry-level 
people/talent/skills who are affordable for South African 
organisations that are digitising right now, while also 
catering for demand being generated in the digital and 
ICT economy. 

While there are many valuable skills surveys conducted 
annually (some of which have been referenced in this 
report), there are gaps in understanding of demand 
around certifications, experience and granular definitions 
of roles. For example, instead of concluding that software 
developers are needed, we wanted to understand what 
level of software developer and what competencies are 
most needed. In addition, we wanted to substantiate how 
we can drive inclusive skills pipelines for entry-level digital 
talent to address these issues (which has also not been 
covered in previous reports). 

The Harambee Mapping of Digital and ICT Roles and 
Demand for South Africa Survey serves to provide 
actionable insights for this process. It also provides, in 
granular detail, an understanding of:
•   The size and nature of offshoring of digital demand 

out of South Africa.
•   Which digital roles are in high demand – current and 

future.
•   The core roles and responsibilities of high demand 

digital roles (including a common understanding of 
the nature of these roles).

•   The nature and level of competencies required for 
high demand digital roles.

•   What the core skills gaps are in order to meet the high 
demand opportunities.

Methodology
Harambee commissioned Genesis Global Business 
Services | Knowledge Executive to conduct the survey 
and mapping process. We facilitated interviews during 
April to July 2020 via outbound calls and online surveys 
with C-level decision-makers, including CEOs, COOs, 
CIOs, CTOs, ICT/Technology Directors/Managers, 
HR Directors, Heads of IT and Operations Directors. 
These respondents represented organisations across 
15 key vertical markets, including automotive, banking 
and financial services, construction, education, global 
business services (GBS), insurance, healthcare and 
medical, manufacturing, media and publishing, public 
sector/government, retail and ecommerce, technology, 
telecommunications, travel and leisure and utilities. 

A Mixed Methods Research was utilised to conduct the 
survey. This includes collecting, analysing, and integrating 
quantitative and qualitative research in a single study or a 
longitudinal market intelligence report. For the purposes 
of the Harambee Mapping of Digital and ICT Roles 
and Demand for South Africa Survey, the Concurrent 
Procedures Strategy was utilised whereby Genesis 
GBS | Knowledge Executive converged quantitative and 
qualitative data in order to provide a comprehensive 
analysis of the research. Genesis GBS | Knowledge 
Executive collected both forms of data at the same time 
during the study and then integrated the information in 
the interpretation of the overall results.

ABOUT THE RESEARCH AND METHODOLOGY
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Secondary Research Included:

• Analyses of the most prevalent and required digital 
and ICT roles, competencies and specialisations. 

• Consolidating existing data and research with regards 
to role mapping and skills development initiatives. 

• Reviewing global and local digital and ICT investment 
demand-supply surveys and desktop literature.

Primary Research Included:

A total of 102 interviews that consisted of:
• 15 qualitative interviews with leading industry and 

knowledge leaders to get their viewpoints with 
regards to job roles and functions and to help validate 
the questionnaire. 

• 87 quantitative interviews with broader technology 
service providers and businesses to quantify skills, 
job roles and competencies required and their skills 
development pipelines. 

This enabled us to:

• Authenticate and rank the most in demand roles in 
the digital and technology space in South Africa.

• Validate pockets of excellence, skills and talent in 
the country and where stakeholders need to reskill, 
upskill and future skill in order to scale and grow to 
meet the demand.

• Quantify the type and nature of digital and ICT work 
and services being outsourced by South African 
businesses to other countries. 

• Map digital and ICT job roles against specific 
competencies, skills and specialisations.

Titles/positions of respondents to the survey

The C-suite and director-level decision-makers and 
respondents to the survey included HR Directors (45%), 
ICT/Technology Directors (22%), CEOs, CIOs/CTOs 
and COOs (20%), Operations Directors (9%) and ICT/
Technology Managers (4%).  

ABOUT THE RESEARCH AND METHODOLOGY

20%

22%

4%

45%

9% HR Directors

ICT/Technology Directors

CIOs/CTOs/CEOs/COOs

Operating  Directors

ICT/Technology Managers
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ABOUT THE RESEARCH AND METHODOLOGY

Size of companies interviewed

Over two thirds of the organisations interviewed (69%) were corporates/large enterprises with over 250 employees. An 
additional 24% of respondents to the survey represented medium sized enterprises with workforces ranging between 51 – 
250 employees and the balance of participants (7%) were noted as being small businesses with up to 50 workers. Just over 
16% of respondents were multinational organisations with local, South African subsidiaries or regional offices, the balance 
(84%) consisted of wholly-owned South African businesses and corporations.
 

69%
24%

7%

Corporate/Enterprise

Medium

Small
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Sector split 

The survey methodology included interviews with executives across 15 key vertical industries or sectors, as reflected in 
the diagram below: 
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THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

The digital age has arrived, and in tandem with it, the 
global pandemic that has launched South Africa into a 
new business order. These market shifts have exposed a 
general lack of readiness for the 4th industrial revolution 
(4IR) and evolving work models. Many organisations do 
not have a clear understanding of their current and future 
digital skills requirements. This is further exacerbated by 
organisation silos and the disparate viewpoints of human 
resources (HR), IT and operations executives with regards 
to the job roles and functions required for highly digitised 
and technology-enabled work environments. 

Moreover, employers in the the country are ill-equipped 
to cater for the growing supply and demand necessities of 
the rapidly evolving jobs market. As such, they are missing 
key opportunities to localise talent, scale new jobs and 
increase inclusive hiring practices thereby contributing 
to the growth of the digital economy. This section of the 
report outlines key challenges and problems in the skills 
landscape and also identifies critical roles and functions 
that are most in demand.

CHALLENGES IN THE SKILLS LANDSCAPE AND 
GROWING DEMAND

Dire skills shortage

The dire shortage of digital and ICT skills and the lack of 
readily available digital talent pipelines in South Africa is 
a key challenge for employers. It is clear that many South 
African businesses lack the critical skills they need to 
operate and compete in the digital economy. This includes 
the ability to analyse and scientifically engineer big 
data, while realising the progressive benefits of artificial 

intelligence, blockchain, biotech, machine learning, 
robotics, nanotechnology, the Internet of Things (IoT) and 
quantum computing. Additionally, they also experience 
shortages of the critical technical and vendor-specific 
certified skills needed to securely build, develop and 
maintain robust ICT systems, architectures and cloud-
enabled solutions. 

Education gaps and the digital divide

This shortage of essential digital skills starts with the 
education system and its alignment to what is required 
for a digitally-transformed and enabled society. As such, 
the relationship between education, learning, skills 
development and work in South Africa is interdependent 
and critical to a successful, digital economy. In order to 
meet the demands of such an economy, education must 
provide for higher order cognitive skills such as agility, 
curiosity, problem-solving, resilience and flexibility. Upon 
this foundation hard skills can then be built.

The skills shortage is further compounded by the digital 
divide, which puts learners with access to the internet on 
the positive side of a gap that those without access can 
never breach. As such, this is a major contributor to the 
exclusion of unemployed youth from the digital economy 
and the lack of diversity in digital roles. It is precisely these 
‘have-nots’ who are most in need of access if they are to 
have any possibility of improving their living standards. 
Ironically, it is digitisation that offers hope for the next 
generation of workers. Mobile penetration, together 
with evolving connectivity, may well be the solution for 
‘connecting’ the vulnerable and disadvantaged to skills 
and career pathways. 

THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

5 2019 Critical Skills Survey | BPESA
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THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

Exclusionary hiring 

The stark reality, however, is somewhat different and 
perplexing in the job market. Many organisations default 
to exclusionary hiring practices preferring to employ 
graduates and job applicants with experience. Candidate 
assessments generally focus on knowledge gained 
through experience and test literacy and numeracy skills 
as opposed to creative thinking, problem solving  and the 
core competencies required to succeed in digital roles. 
Moreover, many employers place unrealistic expectations 
and demands on the roles, functions and competencies 
required for entry-level, digital jobs – as we have seen 
with the expectations of employers of junior software 
developers.

In their 2019 ICT Skills Survey, the Joburg Centre for 
Software Engineering (JCSE) and Institute of Information 
Technology Professionals South Africa (IITPSA) indicated 
that concerted efforts are required to improve the 
competency and employability of young people in South 
Africa. While there are some excellent initiatives in place, 
these tend to enable hundreds or maybe thousands of 
candidates “when what is needed is opportunities 
for hundreds of thousands or millions of people.”6  To 
address this, the report says, a stable, investor-friendly 
environment is required along with the collaboration of 
various stakeholders to take a holistic approach to address 
issues such as broadband access and the poor state of 
education in South Africa. In addition, a coherent and 
coordinated strategy is required to address the demand 
for future skills needs. Employers realise that skills and 
jobs are heading into uncharted territory. Developing 
skills in the numbers and at the levels they will be required 
can take several years and so it is critically important for 
all stakeholders to urgently address future skills needs. 

In this regard, the National Digital and Future Skills 
Strategy by the Department of Communications and 
Digital Technologies (DCDT) sets out a structured series 
of initiatives, to help all South Africans to meet the 
challenges arising from the increasing deployment and 
adoption of digital technologies in economy and society. 
Gazetted in September 2021, the strategy states that this 
digital skills vision will need to be undertaken by a range 
of stakeholders, including government, private sector, and 
educational institutions, who should engage in continuous, 
structured consultation, collaboration and coordination.7 

Brain drain 

As this grave circle of skills shortages, education gaps, 
digital ‘have-nots’ and exclusionary hiring practices 
continues to propagate, many organisations are faced 
with difficult choices underpinned by a general lack of 
understanding of the true potential of digital employment 
pathways in South Africa. As such, they look elsewhere 
to fulfil their skills requirements by outsourcing ICT and 
digital work to other countries that provide compelling 
cost-fulfillment advantages. Concurrently, the limited 
pool of (recognised) qualified talent in the country 
are moving to other countries to seek better work-life 
environs and living standards. 

In fact, the 2019 JCSE-IITPSA ICT Skills Survey says 
that South Africa continues to lose highly-skilled 
ICT professionals to international organisations. The 
percentage of employers recruiting overseas in 2019 
rose to 37%, and with an influx of foreign ICT skills at 
the same time, this makes it hard to determine exactly 
how many skills the country actually has and what the 
shortfall is in the various sectors.

Life-long learning and right-skilling

Digital and ICT technologies have intensified the need 
for employers to implement programmes that support 
lifelong learning and adaptation. Research by McKinsey 
finds that the nature or content of jobs is constantly 
evolving to the extent that between 75 million and 375 
million workers (globally) will have to change occupational 
categories, i.e. change their skill sets by 2030. This ability 
of workers to re-invent themselves must be instilled 
at primary/secondary school level through STEAM8  
education systems. As such, an integrated approach is 
needed to engender create-and-solve skills in learners 
and students.9

6 2019 ICT Skills Survey| JCSE-IITPSA
7  2020 National Digital and Future Skills Strategy | Department of Communications and Digital Technologies (DCDT)
8  Science, Technology, Engineering, Arts and Maths (STEAM)
8  2017 Jobs Lost, Jobs Gained, Workforce Transitions in a Time of Automation | McKinsey
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THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

Current skills development 

It is encouraging to note that South African organisations 
generally demonstrate a serious commitment to their own 
employee experience and skills development initiatives. 
According to the 2020 South African Human Resource 
Outsourcing Market Intelligence Report, on-the-job 
training remains a constant, main delivery channel for 
training and development in South Africa. This is clearly 
supported by scheduled classroom based training with 
56% of respondents indicating that planned classroom 
training will continue (albeit this would now take into 
account virtual classrooms and physical distancing). 
However, the report also noted that there is a higher focus 
being placed on eLearning (47%), workplace readiness 
(41%), blended learning (41%), short workshops (34%) 
and micro credential courses (28%) which favourably 
reflects and aligns with global and local skills development 
trends. Moreover, during the next 12 months there 
will be a noticeable take-up in artificial intelligence and 
alternative learning methods including and e/mLearning 
and learning experience platforms (LXPs).10

Notably, the report states that lifelong learning policies 
are required across the country to ensure that workers’ 
skills keep pace with the needs of a rapidly changing labour 
market. They should also advocate for micro credentials 
and mini degrees that combine blended training models 
with job learning simulations. These skills and training 
models are not the responsibility of workers alone, but 
requires a systemic re-jig of education, labour and business 
working in collaboration to ensure a relevant, productive 
workforce. Accordingly, this would include future skills 
platforms with national reach and scope that provide 
zero-rated training for work seekers and new entrants 
into the job market. In fact, industry and government have 
envisaged Future Skills Platforms to be accessible across 
the skills value chain. This would start with secondary 
school pupils to help them build foundation skills in digital 
literacy and problem solving. It would also include school 
leavers and work-seekers that want to boost their profile 
and CVs to increase their employability, and employees 
reskilling and upskilling themselves at all levels of work.

10 2020 South African Human Resource Outsourcing Market Intelligence Report | Knowledge Executive and BPESA

Current skills development Planned over the next 12 months

3%94%
98%

25%63%
25%

34%
22%53%
22%

22%
38%

31%
41%

28%
41%
41%

41%
56%34%

41%31%
28%31%

13%
47%

41%
56%

38%
28%
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28%

41%
41%
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41%
44%
44%
44%

50%
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THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

Digital pathways to work 

Accessing work and recruiting employees is rapidly 
evolving to empower job seekers and enable agile working 
relationships. Currently, traditional skilling pathways are 
costly, lengthy, inflexible, and not responsive to business 
needs. As such, innovative skills and career pathway 
platforms have developed so that employer and worker 
can find each other in the infinite rabbit warren of the 
skills ecosystem. As an example, an initiative by Harambee 
uses a machine learning platform that matches the right 
candidate to opportunities using precise geographical 
attributes and preferential behavioural metrics. Using 
the platform, Harambee has interacted with more than 
a million young people, of whom 800 000 have received 
work-seeker support. Of these candidates, over 175 000 
have been supported to find jobs and work experiences 
through Harambee.

Demand mapping

To meet the growing supply and demand needs of the 
jobs market, demand mapping initiatives are required 
to substantiate where the demand for jobs are and 
identify gaps in the jobs market. As such, Harambee has 
endeavoured to do this at a market level by utilising its 
own data as an operator and convening key stakeholders 
to address demand requirements. However there are still 
disparities and variances in understanding what these 
roles, functions and competencies look like at a granular 
level. To generate these insights, Harambee decided to 
work with employers to map demand at a granular level 
from the ground up. This included the facilitation of the 
Harambee Mapping of Digital and ICT Roles and Demand 
for South Africa Survey.

MOST IN DEMAND ROLES

Through engagement with employers in the ICT and 
digital space, Harambee has identified an issue in the 
sourcing of digital skills and a lack of consistency and 
understanding of role titles and functions. The rapidly 
evolving nature of the industry, which is developing at 
a fast pace, also led to a lack of standard nomenclature/
vocabulary/language and understanding around job 
families. As such, it was found that one employer’s 
understanding of a “Data Analyst”, for example, might be 
very different to that of another employer. This lack of 
clarity on roles across the industry meant that training 
programmes are also potentially not preparing young 
people in the right way for the world of work.

In order to address this challenge, this research collected 
detailed information on what roles are in most demand 
AND what functions employers expect those roles to 
cover. The findings were plotted and mapped to create a 
consolidated view of the most in demand job roles, and 
the functions associated with those roles and skills in the 
digital and ICT space. This process enabled Harambee 
and Genesis GBS| Knowledge Executive  to capture and 
corroborate demand requirements of employers around 
certifications, experience and granular definitions of 
roles. Importantly, this will contribute to the alignment of 
the digital skilling ecosystem and a clear understanding of 
what is needed to unlock the right/best skills to support 
growth of the digital economy. 

The list below provides an indication of the most highly 
ranked, in demand roles selected by respondents to the 
survey. 

Most in-demand by experience level: key findings
Ranked according to estimated demand for each role

Entry level roles Intermediate roles Advanced/Senior roles
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THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

These in demand roles correlate distinctly with the 2019 JCSE-IITPSA ICT Skills Survey that ranks “Information Security/
Cybersecurity” as being the top priority role for organisations. Second level priority roles consisted of “Big Data/Data 
Analytics”, “Software as a Service/Cloud Computing”, “Artificial Intelligence” and “Application Development”. On the other 
hand, “Database Development” and “Business Intelligence/Knowledge Management” fell into the third level priority scale. 
The survey noted that the types of skills needed for digitalisation programmes are mostly those with which we are already 
familiar, such as developers, database administrators and user interface designers. However, we will need to add new skills 
associated with emerging technologies such as big data, cloud computing and IoT. 

A key finding from the report, which is aligned with the results of this survey, is that there remains a chronic shortage of all 
types of digital skills in the South African ICT sector. Additionally, skills associated with the current set of next-generational 
and emerging technologies are the scarcest.

The following section contains specific details of the most in demand job roles identified in the Harambee Mapping of 
Digital and ICT Roles and Demand for South Africa Survey and the expected functions of the roles. It is important to 
note that many employers have high expectations for entry-level positions. This points to the need to advocate for 
organisations to be more realistic with regards to job functions and competencies, especially at the entry level. 

ENTRY-LEVEL IN DEMAND ROLES AND JOB FUNCTIONS

The first entry-level role of Desktop/Support Technician has the highest number of vacancies per quarter, however 
was the second most mentioned role, after Software Developer. Entry-level roles are filled by candidates with no work 
experience. The top functions of this role typically include technical support, troubleshooting, configuration, onboarding 
services and installation support. Notably, most organisations that identified the importance of this role - and subsequent 
entry-level positions - indicated that candidates should have matric or basic certifications as a minimum requirement (as 
opposed to degrees or advanced certifications). 

Entry level Role 01 by number of vacancies/estimated demand
Position title Desktop/Support technician
Job family Installation and integration / service operation

Top functions of this role

Function 01 Technical support
Function 02 Troubleshooting
Function 03 Configuration
Function 04 Onboarding services
Function 05 Installation support

Grade/level Basic and generic
Minimum requirements / competencies Matric / certificate
Indicative annual remuneration package (range) R100 000 to R125 000

13
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THE SKILLS LANDSCAPE IN SOUTH AFRICA: AND 
THE MOST IN DEMAND ROLES

The second entry-level role of Junior Software Developer was the most mentioned role but had a lower number 
of vacancies per quarter. The top functions of this role typically include research/scoping, design, development and 
implementation, testing and debugging, updates and maintenance support and recommendations and improvements. 
As indicated by the 2020 South African Human Resource Outsourcing Market Intelligence Report, the  most popular 
programming languages required for a role of this nature include Java, Javascript, Python, C/C++, Kotlin, C# and PHP.11

Entry level Role 02 by number of vacancies/estimated demand
Position title Junior software developer
Job family Systems development / user experience

Top functions of this role

Function 01 Research / scoping
Function 02 Design
Function 03 Development and implementation
Function 04 Testing and debugging
Function 05 Update and maintenaance support
Function 06 Recommendations and improvements

Grade/level Basic and generic
Minimum requirements / competencies Certificate
Indicative annual remuneration package (range) R240 000 to R300 000

The third entry-level role of Data Analyst is the third most mentioned in demand junior role selected by survey participants. 
The top functions of this role typically include collecting/gathering data, data interpretation, database management, 
researching solutions to overcome data analytics challenges and making improvements in existing data models.

Entry level Role 03 by number of vacancies/estimated demand
Position title Data analyst
Job family Business change management / systems development

Top functions of this role

Function 01 Collecting / gathering data
Function 02 Data interpretation
Function 03 Database management
Function 04  Researching solutions  to overcome data analytics challenges
Function 05 Making improvements in existing data models

Grade/level Basic
Minimum requirements / competencies Certificate / problem solving
Indicative annual remuneration package (range) R110 000 to R300 000

11 2020 2020 South African Human Resource Outsourcing Market Intelligence Report | Knowledge Executive and BPESA
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Overall, the top 10 most in demand entry-level job roles included:

46%

22%

6% 5% 5% 4% 3% 1% 1%
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Engineer / 
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Specialist
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Assurance

DevOps
Engineer
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INTERMEDIATE IN DEMAND ROLES AND JOB FUNCTIONS

The first intermediate role of Mid-Level Software Developer was identified as being the most in demand intermediate 
role by survey participants. The top functions of this role typically include design, development and implementation, SQL 
scripting for data solutions and testing, analysing user requirements and business objectives, identifying IT risks, systems 
integration, coding, and code review testing and deployment.

Intermediate Role 01 by number of vacancies/estimated demand
Position title Mid-level software developer
Job family Systems development

Top functions of this role

Function 01 Software design
Function 02 Development and implementation
Function 03 SQL scripting for data solutions and testing
Function 04 Analysing user requirements and business objectives
Function 05 Identifying IT risks
Function 06 Coding, code review, testing and deployment
Function 07 Systems integration
Function 08  Local and remote installation, configuration and support of 

data centre environments
Grade/level Generic and higher
Minimum requirements / competencies Certificate and proven experience
Required work experience (in years) 3 to 5
Indicative annual remuneration package (range) R400 000 - R600 000
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The second intermediate role of Cyber/IT Security Specialist was next  in  demand mid-level role by survey participants. 
The top functions of this role typically include performing internal and external security audits, managing firewalls, analysing 
security breaches to identify the root cause, verifying the security of third-party vendors, designing and implementing 
information security programmes, monitoring security access, and conducting security assessments.

Intermediate Role 02 by number of vacancies/estimated demand
Position title Cyber / IT security specialist
Job family Service operation

Top functions of this role

Function 01 Performing internal and external security audits
Function 02 Managing firewalls
Function 03  Performing security operations tasks for quality control 

precedures
Function 04 Analysing security breaches to identify the root cause
Function 05  Verifying the security of third-party vendors and  

collaborating with them to meet security requirements
Function 06 Designing and implement information security programs
Function 07 Monitoring security access
Function 08 Conducting security assessments

Grade/level Generic
Minimum requirements / competencies IT or computer science background. Experience in developing IT  

security systems
Required work experience (in years) 3 to 5
Indicative annual remuneration package (range) R450 000 - R550 000

The third intermediate role of Mid-Level DevOps Engineer is the next in demand mid-level role by survey participants. 
The top functions of this role typically include development support, operations support, identifying quality issues and bugs, 
implementing automation tools and frameworks, updates and fixes, installation, configuration and migration.

16
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Intermediate Role 03 by number of vacancies/estimated demand
Position title Cyber / IT security specialist
Job family Systems development / service operation

Top functions of this role

Function 01 Development / service operation
Function 02 Operations support
Function 03 Identifying quality issues and bugs
Function 04 Implementing automation tools and frameworks
Function 05 Updates and fixes
Function 06 Installation
Function 07 Configuration
Function 08 Migration

Grade/level Generic
Minimum requirements / competencies Certificate - knowledge of programming languages
Required work experience (in years) 3 to 5
Indicative annual remuneration package (range) R500 000 - R550 000

Overall, the top 10 most in demand intermediate job roles included:
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ADVANCED IN DEMAND ROLES AND JOB FUNCTIONS

The ICT Engineer role was identified as an in demand senior role by survey participants. The top functions of this role 
typically include network management, upgrading digital servers, systems architecture and designing, testing and 
implementation of routine installations.

Advanced / senior role 01 by number of vacancies/estimated demand
Position title ICT engineer
Job family Systems development

Top functions of this role

Function 01 Network management
Function 02 Upgrading digital services
Function 03 Systems architecture
Function 04  Designing, testing and implementation of  

routine instrallations
Grade/level Higher
Minimum requirements / competencies Technical certifications with A+ and certificate of ICT
Required work experience (in years) 5+
Indicative annual remuneration package (range) R600 000 to R700 000

Lead Solutions Architect was identified as the next in demand senior role by survey participants. The top functions of this 
role typically include development, platform building, managing users and user roles, security, providing technical expertise 
on data storage structures, mapping the business requirements to systems/technical requirements, commissioning and 
decommissioning of data sets and strategy.

Advanced / senior role 02 by number of vacancies/estimated demand
Position title Lead solutions architect
Job family Strategy and architecture / systems development 

Top functions of this role

Function 01 Development
Function 02 Platform building
Function 03 Managing users and user roles
Function 04 Security
Function 05 Providing tyechnical expertise on data storage structures 
Function 06  Mapping the business requirements to systems /  

technical rewquirements
Function 07 Commissioning and decommissioning of  data sets
Function 08 Strategy

Grade/level Higher
Minimum requirements / competencies Bachelor’s degree
Required work experience (in years) 5+
Indicative annual remuneration package (range) R660 000 to R1 200 000
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The third advanced role of UX/UI Designer/Developer was selected as the next in demand senior role by survey 
participants. The top functions of this role typically include user experience design, product design, user experience 
development, planning, system improvement, operations and administration, people management and functional and 
usability testing. 

Advanced / senior role 03 by number of vacancies/estimated demand
Position title Senior UX / UI designer / developer
Job family Systems development / user experience

Top functions of this role

Function 01 User experience design
Function 02 Product design
Function 03 User experience development
Function 04 Planning
Function 05 System improvement 
Function 06 Integration
Function 07 Operations and administration
Function 08 Functional and usability testing

Grade/level Higher
Minimum requirements / competencies Bachelor’s degree and experience in a combination of user experience 

design, mobile / app / web design, interaction design, information archi-
tecture creation

Required work experience (in years) 5+
Indicative annual remuneration package (range) R600 000 to R1 200 000

Overall, the top 10 most in demand advanced job roles included:
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Mapping in demand roles enabled Harambee and Genesis 
GBS | Knowledge Executive to benchmark the demand 
requirements of participants to this survey against 
national business growth statistics and macro economic 
data12  and to forecast overall, industry-wide demand for 
digital and ICT jobs across South Africa. 
 
As such, our research estimates that there is forecasted 
demand for ~66,000 people in digital and ICT roles in 
the next year, some of which will be latent demand; of 
which an estimated ~44,000,000 are entry-level jobs 
and suitable for youth. 

This forecasted demand consists of an estimated  44,200 
entry-level jobs (67%), 12,471 intermediate jobs (19%) 
and 9,156 advanced jobs (14%) that will be required over 
the next 12 months.

Forecast Demand for ICT and Digital Roles in South 
Africa over the next year

12 Based on business and economic growth statistics from Stats SA and the SARS Company Tax Statistics Report for 2019. 

67%
19%

14%

Total Entry-Level Jobs per year

Total Intermediate Jobs per year

Total Advanced Jobs per year
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DIGITAL AND ICT IN DEMAND SKILLS FOR THE 
FUTURE: AND HOW TO GET THERE 

There is increasing controversy around what the 
workforce of the future is and/or what the demand 
will be. There is no doubt that the global pandemic has 
accelerated this progression and that these skills and 
capabilities are in demand now (and for the next five or 
more years). As the world moves through a quick and 
irreversible transformation, the workforce is struggling to 
keep up - or more accurately – the skill sets to service the 
future of work is playing catch up. What is evident is that 
the future workforce in South Africa will have to be agile, 
adaptable and constantly learning. Experts believe that 
future workers in South Africa (and the world) will change 
‘occupational categories’ (some many times), during their 
careers. 

FUTURE WORK SKILLS IN THE EVOLVING 
WORKPLACE

In November 2019, some months before the global 
pandemic accelerated digitisation, research findings by 
the International Data Corporation (IDC) and Microsoft 
found that: “In the coming 2 to 3 years, more organisations 
are anticipating a surge in their demand for positions that 
require extensive use of digital systems (60%) or require 
deep technology skills (64%).”13 In fact, machine learning 
(ML), artificial intelligence (AI), automation and robotics 
are already altering the jobs landscape. Contrary to 
popular media views, research conducted by Knowledge 
Executive estimates that 59% of jobs across sub-Saharan 
Africa will be impacted by automation with more than 
31% requiring reskilling for other functions.14  Similarly, 
McKinsey predicts that digitisation presents an exciting 
opportunity with significant possibilities for South Africa. 
In their report, ‘The Future of Work in South Africa’’, 
McKinsey suggests that there could be a demand for 
as many as an 1.7 million additional graduates to meet 
the need for tech-enabled jobs that require higher skills 
levels. They suggest that in order to take advantage of 
a digital economy, workers should focus on skills, not 
certifications, embrace life-long learning, target high 
growth sectors and roles and look for opportunities in 
entrepreneurship.15

One of the most obvious disruptions caused by the 
pandemic is the change to the work environment. The 
notion of a bricks and mortar workplace is no longer a 
given and workers – enabled by technology - can work 
from anywhere at any time. This presents yet more 
opportunity for South African workers to compete for 
work wherever it arises. In demand digital skills have 
no nationality and are portable. Indeed, organisations 
globally are competing for critical skills for fast-
developing technology; digitisation places all workers on 
an even playing field – if they have the required access 
to infrastructure and connectivity. As such, access will 
be a serious barrier for young people if not addressed 
urgently.

IN DEMAND DIGITAL AND ICT ROLES

In the new world of digitisation, the critical skills that have 
been identified include skills such as artificial intelligence, 
machine learning and robotics coupled with cyber-
security, critical technical and vendor-specific certified 
skills. Within these areas, further skills can be identified 
at varying levels of expertise, many of which can be 
cross utilised indicating that workers would benefit from 
multi-skill CVs.  McKinsey suggests that in South Africa, 
“digitisation, machine learning and automation have 
the potential to create 1.8 million new jobs purely as a 
result of improved productivity”. What these jobs will be 
is impossible to predict, but provided workers are agile 
and embrace constant learning, there is every reason to 
be optimistic about digitisation and digital skills.

13   2019 Future of Work Skills | Microsoft and International Data Corporation (IDC)
14   2019 Genesys Blended AI in Africa Report | Knowledge Executive
15   2019 The Future of Work in South Africa | McKinsey
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DIGITAL AND ICT IN DEMAND SKILLS FOR THE 
FUTURE: AND HOW TO GET THERE 

Future digital and ICT skills required over the next  
five years

The results of this research demonstrate the challenges 
that South African businesses have with automation, 
intelligence and management of data. By far the most 
critical future skill identified that businesses will continue 
to require in the next five years is ‘Data Analyst’. This 
critical role includes collecting/gathering data, analysing 
and interpreting this data and making improvements 
in existing data models. Equally critical is the science 
behind managing and obtaining intelligence from data 
which explains the 2nd and 3rd most critical (in demand) 
future skills identified by respondents over the next five 
years: ‘Data Scientist’ and ‘Machine Learning Specialist’. A 
subset of artificial intelligence, Machine Learning enables 
specialists to study algorithms that improve automatically 
and intelligently through experience.

Current critical solutions specialist and technical 
skills required now

Respondents also indicated critical solutions 
specialist and technical skills currently required 
in their businesses. The process of conceiving, 
specifying, designing, programming and testing 
applications or software components is by far a 
main focus of business with ‘Software Development 
Engineer’ identified as the most critical skill required. 
Cybersecurity however, is their next biggest concern 
with ‘Cyber/IT Security Specialist’ selected as a critical 
skills requirement. In an increasingly cyber vigilant 
world, security and managing data in the cloud are 
crucial for managing risk and avoiding liability whilst 
managing overwhelming volumes of data. As such, 
there is also a high demand for traditional ‘Database 
Specialists’, ‘Integrated Systems Developers’, and 
‘Systems Engineers’ as well as ‘Enterprise Architects’. 
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DIGITAL AND ICT IN DEMAND SKILLS FOR THE 
FUTURE: AND HOW TO GET THERE 

Vendor-specific in demand certified skills

Microsoft continues to dominate the technology landscape given its long standing market share in the country and its 
Azure data centres in Cape Town and Johannesburg. However, Amazon and Google are closing the gap for the most in 
demand critical vendor certified skills in South Africa. In fact, Amazon Web Services launched a data centre in Cape Town 
in an effort to captilise on the burgeoning cloud services market in the country, and across the continent. The retail, 
ecommerce and technology multinational has added 3,000 new virtual customer service jobs to bring its total permanent 
workforce in South Africa to 7,000 people. Globally, Google Certified Cloud Professionals, AWS Certified Practitioners 
and Microsoft Certified Professionals are ranked in the 15 most in demand certifications for 2020 by both CIO and 
PCMag. Generally, these services include integrated solutions that are ubiquitous and yet based on proprietary systems/
platforms that require professional skill sets. Ease of access, as-a-service and networking appears to be the dominant 
criteria for these technology environments with specialist technology (SAP, Sage, Salesforce) occupying more niche areas. 
As such, expertise and skills in these vendor-specific technologies, particularly in security and data management, are 
highly sought after. 
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Top vendor certifications most in demand

The top ten vendor certifications required by respondents to the survey include Microsoft Azure Data Scientists and 
Developers which reflects the tech giant’s data centre dominance within the South African digital and ICT landscape. 
Google Cloud Developers are also in high demand as are AWS Cloud Practiioners to service Amazon’s growing market 
share in the as-a-service and cloud technology space.

Other vendor certifications in demand include Cisco Certified Network Professionals, IBM Cloud Specialists and Oracle 
Certified Associates.   
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TRAINING AND SOURCING PROCESSES

Sources of digital and ICT skills

Whilst ‘Head hunting’, ‘Recruitment agencies’ and ‘Online 
recruitment platforms’ are still dominant ways in which 
organisations source digital/ICT talent, there is also a shift 
to new-world business models. Notably, ‘Employment 
accelerators’ and ‘Gig economy/digital platforms’ 
are on the rise, along with tapping into ‘Work-at-
home talent’. This shift reflects the worldwide trend 
to recruit crowdsourced, staff-on-demand and virtual 
workforces. Moreover, it points to the compelling value 
propositions that social enterprises and employment 
accelerators provide to facilitate in demand talent/skills 
and  solve unemployment challenges. It seems that many 
organisations prefer the cost-fulfillment benefits of 
outsourcing work to other countries (as evidenced later in 
this report) as opposed to importing these skills on fixed-
term or long-term relocation contracts.  This is reflected 
in the chart above where only 11% of respondents 
import foreign skills on fixed term contracts (while 69% 
of respondents to this survey outsource digital work to 
other markets).
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Important qualifications, experience and/or behaviours

Formal education such as ‘Relevant diplomas’ and 
‘University degrees’ are still highly valued; but what 
is noteworthy is the value placed on ‘Micro credential 
courses’ and ‘Ongoing continuous learning’ (which 
includes on-the-job learning). This is indicative of an 
innovative and fast evolving area where consistent 
reskilling and right skilling is more constructive for a 
business than long-term studies. This emphasis on short, 
practical learning allows for continuous and on-going skills 
development which ensures businesses keep abreast of 
technology innovation and development. Considering 
the vendor market landscape, it is interesting to note 
that there is little emphasis placed on ‘Vendor accredited 
programmes’; seeming to indicate that it is not the vendor 
accreditation that is important but how it is applied in 
each business environment.
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OUTSOURCING DIGITAL WORK FROM SOUTH 
AFRICA: HOW WE CAN TURN THIS AROUND

LinkedIn indicates that there are over 500,000 South African members in its professional network with digital skills. 
LinkedIn also reports that these skills are growing by 11% year-on-year, compared to 9% year-on-year growth in the US 
and the UK. Because these skills are so in demand globally, it is with some concern that LinkedIn shows that for every 
one professional gained, South Africa loses 2.4 professionals to other countries. It is therefore key to attract, reshore and 
retain these skills in the country. The top three attractions listed by these skills in considering employment are: Excellent 
compensation and benefits, Good work/life balance and Flexible Work Arrangements.16

DIGITAL WORK OUTSOURCED 

Percentage of work outsourced to other countries

However, in addition to the brain drain of individuals and workers, a significant 
percentage of organisations that responded to this survey (69%) indicated that they 
outsource digital and ICT work and expertise to other countries. This points to a 
worrying lack and mismatch of these kinds of critical skills in South Africa and the 
compelling cost/price value propositions that these countries offer. Overall, source 
data collated by Genesis GBS | Knowledge Executive estimates that contracts that 
would equate to roughly 28,800 digital and ICT jobs have been outsourced by a broad 
set of South African businesses to other countries which translates to estimated lost 
export revenue in the region of R8.5  billion per annum. 17

When taking into account the context of this survey alone, the 102 organisations interviewed indicated that they are 
paying just under R150 million per annum to service providers in other countries to facilitate digital and ICT work for 
them. The type of work being outsourced includes, design, development, support and fulfilment in the following areas:

• Application Development
• Big Data 
• Software Development
• Cloud Computing
• Data Science
• Blockchain 
• Biotech
• Data Analytics
• Artificial Intelligence (AI)
• Internet of Things (IoT)
• Robotic Process Automation (RPA)
• Machine Learning (ML)
• Fintech and Medtech
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16   2019 Digital Talent Landscape South Africa | LinkedIn
17    Sources: BPESA GBS Job Reports | Knowledge Executive Source Data | Genesis Analytics | South Africa in the Digital 

Age (SADA) July 2020
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OUTSOURCING DIGITAL WORK FROM SOUTH 
AFRICA: HOW WE CAN TURN THIS AROUND

Countries that receive digital work from South Africa

Of the work outsourced internationally, most of 
it (35%) is offshored to India. This is not altogether 
surprising, given that India has established itself as a 
centre of excellence in the digital and IT-enablement 
space. The United States is the next source of outsourced 
digital/ICT work (at 26%) and this may be where South 
African organisations require pioneering innovation or 
the skill sets of IT experts in hubs such as Silicon Valley. 
The United Kingdom (20%), Eastern Europe (14%) 
and China (5%) are other countries tapped as cheaper 
resource/skills markets for digital and ICT work.  

Eastern Europe (in particular markets such 
as Bulgaria, Poland and the Czech Republic) 
provides strong expertise in ‘Application and 
Software Development’. However a sizeable 
component of work sent to this market includes 
next-generational technologies such as ‘Artificial 
Intelligence’ and ’Blockchain’. 

By far the biggest volume of digital work 
is outsourced to India which provides 
significant skills in ‘Application and 
Software Development’ and ‘Big Data’. 
As such, the IT hub of Bangalore, which is 
a global centre for ICT outsourcing and 
IT-enabled services, provides compelling 
cost, skills and talent advantages to South 
African organisations backed by a workforce 
of over 1.1 million people and labour cost 
differentials of between 20 – 30%.18
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18   Source: 2020 Knowledge Executive Global Business Services Buyers Guide and Investment Survey

Type of digital work outsourced to China, Eastern Europe, India, the UK and the US 
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Although the volume of digital work and expertise 
outsourced to China is relatively small; the content 
of this expertise relates to frontline solutions 
in areas such as the ‘Internet of Things (IoT)’, 
‘Machine Learning and ‘Artificial Intelligence’. 
This predominatly sits within retail, government 
and banking services. As such, China’s digital 
economy accounts for 40% of the value of global 
e-commerce transactions and 70% of total fintech 
global valuations. The country also boasts tech 
giants providing IoT and smart city services.
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Similarly, US expertise is sought after 
for distinct functions of digital and ICT 
work. Although outsourcing ‘Application 
Development’ work is significant, it is 
equally as valued as ‘Big Data’, ‘Software 
Development’ and ‘Data Science’. There 
is also an interesting spread of highly 
specialised, next-generational work sent 
to the US in areas such as ‘Blockchain, 
‘Biotech’ and ‘Quantum Computing’. These 
are pioneering, frontline proficiencies which 
are difficult to source locally.

Digital work sent to the UK would generally be 
more expensive to offshore and consequently 
there are compelling proficiency-
innovation reasons to outsource to this 
market. Respondents look to the UK for 
skills in ‘Application Development’ and 
‘Software Development’ which would be 
in highly specialised, niche areas. The appeal 
to send ‘Cloud Computing’ work to the 
UK may well include a shared regulatory 
environment and that these skills are more 
adept/deeper in the UK than the availability 
of similar local skills. 
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19   ICT and Digital Economy Masterplan for South Africa | 2020
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Reasons why digital work is outsourced to other countries 

Of the kinds of digital work and expertise outsourced to other countries, ‘Application Development’ represents the most 
outsourced digital service. This is more than likely as a result of the significant IT-enabling services available in markets such 
as India. This would also explain the relative weight attached to ‘Cost’ and ‘Skills/Talent’. In other outsourced digital work 
and expertise, cost does not play a decisive role; of greater persuasive value are ‘Skills/Talent’ and the associated criteria 
of ‘Specialisation’. In fact, on average, the reasons for outsourcing this work and expertise is evenly balanced across ‘Cost’, 
“Market Confidence’, ‘Skills/Talent’ and ‘Specialisation’. This points to the need for South Africa to create a stronger 
pipeline of in demand skills/talent that would enable jobs/work to be reshored back to the country. Additionally, it could 
create opportunities for local businesses and entrepreneurs to develop core competencies in some of these technologies, 
such as artificial intelligence, blockchain, IoT, and medtech, to invent products and services that can solve local problems 
and ultimately be exported globally.
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OPPORTUNITIES FOR GLOBALLY-TRADED JOBS

SA skills are in demand globally

Although 69% of organisations interviewed for this survey outsource digital and ICT 
work to other countries, more than half of the respondents (55%), indicated that 
they service other international markets from South Africa. By way of definition 
international, or globally traded services (GTS), can be defined within different 
modes including cross-border trade where goods and services are delivered 
from the territory of nearshore or far-shore countries into the territories of other 
markets. Another mode - consumption-abroad - includes the supply of services 
from one country to consumers in another country.20

20   Source: ICT and Digital Masterplan for South Africa
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Those organisations that service global markets from South Africa predominantly service other African countries (30%), 
the United Kingdom (22%) the United States (16%) and Australia (13%). Other markets serviced from within South Africa 
include Germany (7%), France (7%) and Canada (5%). This key finding points to the fact that South African skills and 
expertise are also very much in demand globally, and indicates the significant role that the skills ecosystem has in 
enabling the country to compete effectively across various areas of global and digitally-traded services.   

Global vertical industries serviced by South African organisations

Below is an indication of the top vertical industries serviced by 55% of survey respondents for international markets. 
These services include global business services (including business process outsourcing), digital and ICT outsourcing, and 
the trade and exports of goods and services to these countries. This chart reflects the diversity of services and expertise 
provided to global markets by South Africa, and the significant growth potential this represents for the country with 
regards to job creation and additional export revenue.
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There are significant job creation opportunities that can be developed when the potential of reshoring digital and ICT 
work back to South Africa is coupled with the added potential of growing South Africa’s share of global and digitally-traded 
services. An estimated 28,800 digital and ICT jobs that have been outsourced to other countries could be reshored back to 
the country if the right financial and non-financial incentives - and concurrent right-skilling programmes - are implemented.  
Right-skilling refers to the need for the skills ecosystem to  develop the right/best-fit demand-led skills (many of which 
are outlined in this survey) that meet the roles, functions and competencies of the digital and ICT work that organisations 
are currently outsourcing to other countries. Many of the in demand entry-level roles required for this purpose could be 
addressed through short work-specific training programmes such as those offered by WeThinkCode, Explore Data Science 
Academy, Tshimologong Digital Skills Academy and CapaCiTi.

In addition, digital and ICT offshoring opportunities could further build South Africa’s value proposition as an  IT outsourcing 
(ITO) destination of choice in the areas of technical support, data services, data cleaning and labelling, web services, 
analytics and testing. Moreover, IT-enabling opportunities exist to develop competencies and skills that enable South Africa 
to pivot into next-generational digitalised services that includes artificial intelligence, machine learning, blockchain, biotech, 
quantum computing and nanotechnology.  

Consequently, there is the need for strong industry and digital intermediaries such as BPESA, IITPSA, the Digital Council 
and the Public-Private Growth Initiative (PPGI), working in partnership with government stakeholders such as InvestSA 
and the Department of Trade, Industry and Competition (dtic), to support the development and marketing of South Africa’s 
value proposition as an ideal digital and ITO offshore location. 
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CONCLUSION

The Harambee Mapping of Digital and ICT Roles and Demand for South Africa Survey provides pertinent insights into 
key challenges and opportunities in the skills ecosystem. It is clear that, despite the global recession, the digital economy 
continues to grow and requires digital and ICT skills to fuel its requirements. 

The in demand job roles, functions, competencies and certifications required to bolster these current and future skills 
requirements have been plotted and mapped at a granular level in this report. Conventional areas of ICT that include 
software development, cloud solutions, systems development or engineering, database management, network management 
and IT architecture are earmarked for further growth and investment to provide the foundational technologies required 
for the next wave of computing. This next wave of cyber-physical systems, which includes robotics, artificial intelligence, 
big data, biotech, IoT, nanotech and quantum computing, are in rapid growth and require future skills that are particularly 
scarce in the country. In addition, the tech giants and solution providers are enabling enterprises and end-users to deploy 
elements of this business-critical technology with certified skill-sets that support these solutions. 

Importantly, this survey enables various stakeholders in the skills ecosystem to see the benefits of providing unemployed 
youth with relevant skills and job pathways to quickly and efficiently bridge them into future workforces. Young South 
Africans must be readied, trained, tooled and given life-long learning and career opportunities that enable them to 
contribute significantly to the economic growth and development of South Africa’s digital economy. The detailed mapping 
of roles will assist all partners within the skills ecosystem to play their role to enable and empower all South Africans, 
inclusively, to develop these skills, apply this talent locally, and harvest and export the innovative inventions, products and 
services they create to trade internationally. As the survey notes, this can be done in cost-effective and inclusive ways; not 
necessarily relying on traditional methods of hiring and training. Notably, employers need to be realistic and open-minded 
to hire problem-solvers and creative thinkers along with the qualified tech-heads and logical thinkers. This will require that 
they place more focus on their attributes, aptitude, cognitive abilities and emotional intelligence as opposed to degrees, 
diplomas and unrealistic functions or expectations for job roles. In addition, public-private partnerships are required to build 
digital simulation academies that provide focused experiential learning for high demand roles, and address unemployment 
with sustainable talent/skills pipelines. 

Using this evidence base, government and other stakeholder partners, could realign much-needed digital and ICT skills to 
be more demand-led across the skills ecosystem, with the help of digital intermediaries such as BPESA, IITPSA, the Digital 
Council and the PPGI. This response should include a skills architecture that recognises vendor specific certifications, life-
long learning and micro credentialing. Such an architecture should include financing solutions that assist unemployed youth 
with the high costs of training, certification and right-skilling. In addition, it would need to continually size the demand 
requirements of employers, and the industry at large, and link training and skills pipelines to these needs. Financial and 
non-financial incentives are also required to boost South Africa’s share of globally-traded ICT services, while also enabling 
digital work to be reshored back to the country. Therefore, this survey, and the evidence base it provides, points to the need 
for an industry led action plan that includes incentives to reshore work back to South Africa, realign the skills ecosystem to 
become demand-led, and capture more global digital and ICT offshoring opportunities.
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GLOSSARY OF ABBREVIATIONS 
AND ACRONYMS 

4IR Fourth Industrial Revolution

AWS Amazon Web Services

AI Artificial Intelligence

AR Augmented Reality

BPO Business Process Outsourcing

BPS Business Process Services

BPESA Business Process Enabling South Africa

CEOs Chief Executive Officers

CIOs Chief Information Officers

COOs Chief Operation Officers

CTOs Chief Technology Officers

dtic Department of Trade, Industry and Competition

FDI Foreign Direct Investment 

GBS Global Business Services

HR Human Resources

ICT Information and Communication Technology/Technologies

IITPSA Institute of Information Technology Professionals South 
Africa

IoT Internet of Things

IDC International Data Corporation

ITO IT Outsourcing

JCSE Joburg Centre for Software Engineering 

ML Machine Learning

RPA Robotic Process Automation

SADA South Africa in the Digital Age

STEAM Science, Technology, Education, Arts and Maths

UK United Kingdom

US United States

UX/UI User Experience/User Design
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About Harambee

Harambee Youth Employment Accelerator builds African 
solutions for the global challenge of youth unemployment. 
We work closely with government and the private sector 
to catalyse job growth, link young people to opportunities, 
and provide evidence and insights to inform policy and 
practice. Harambee is a core implementing partner to 
government in South Africa and Rwanda and a thought 
partner to others across Africa and globally. Since 
2011, Harambee has worked with over 500 businesses, 
government stakeholders at all levels, and young people. 
To date, we have supported a network of over 800,000 job 
seekers to improve their employability and facilitated over 
175,000 jobs and work experiences. We have established 
platforms for developing collaborative solutions to 
address youth unemployment at scale. Harambee’s 
pathway management network has been formally adopted 
in the Presidential Jobs Summit Framework Agreement 
and the Presidential Youth Employment Intervention in 
South Africa.

HARAMBEE YOUTH EMPLOYMENT ACCELERATOR
Physical: 70 Foxt Street, Marshalltown, Johannesburg, 2001, South Africa
Tel: +27 (0)11 593 0500

www.harambee.mobi

Genesis Global Business Services (Pty) Ltd | Knowledge Executive 
Physical: Office 3, 50 Sixth Road Hyde Park, 2196, Johannesburg, South Africa
Tel: +27 (0)11 994 7000

www.knowledge-executive.com
www.genesis-analytics.com 

About Genesis GBS | Knowledge Executive

Genesis GBS | Knowledge Executive empower and 
enable global Knowledge Leaders. We co-create and 
publish business, trade and investment research, 
market intelligence and benchmarking insights for 
executives of today’s Experience Economy. This includes 
commissioned and syndicated research reports and 
qualitative/quantitative surveys covering business 
process outsourcing and services (BPO, BPS), digital and 
IT-enabled services (ITES), employee experience (EX) and 
customer experience (CX).  
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